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Dear reader,

Avoiding leaving fingerprints or walking through a surveillance
camera’s field of view is something we already know. Or at least it
seems self-evident to us.

In recent years, however, DNA analysis has become increasingly
important in political investigations. Police are collecting more and
more DNA traces from crime scenes and suspects. Thanks to
improved techniques, even small traces can now provide information
about people. Sometimes a DNA trace is decisive for a conviction in
court,

All of this raises questions that we want to address, at least in part, in
this comic. Where is DNA found to begin with, and how does it get
there? What is appropriate during actions or when repression is
imminent? We want to become more confident in dealing with DNA
in actions and criminal cases.

Have fun, see you in the streets!




Hey, leave it.
I'll explain later.

At the anti-fascist den"uonstratibn.

You were wearing the same gloves you've
been wearing for weeks. The cops have
gotten into the habit of checking thrown

rocks for DNA traces.

| didn't want to leave
fingerprints on the
rock. Isn’t that
enough?

That's good, but
you're still spreading
your DNA all over the
rock with the glove.

/r hrowing rocks is
great, but better

without DNA!

in
...back home g™




What is DNA, anyway?

You may have heard the complicated
word before: deoxynbonuclem acid—

DNA. The A in DNA stands for acid.
DNA is like a blueprint for cells. This
blueprint is in every cell and contains
unique information about how the body
develops and functions. If the remains
of human cells are recovered, they can

be used to determine who left them (e.g

at crime scenes).

The blueprint contains individual
building blocks called nucleotides.
These are strung together to form long
chains. DNA molecules consist of two
such chains wrapped around each other.
These two chains, called DNA strands,
are held together by bases on one strand
joining with bases on another strand.
‘The base pairs form the rungs of these
“ladders”, and individual sections are
called DNA strands or DNA sequences.
This is where the genetic information of
a cell is stored.

According to the current state of
science, not every single section of
DNA contains information about the
human being, or at least this
information is not yet “readable”.
Sections that we can associate with
certain Ch{lfc‘leﬂI‘lSﬁL'ﬁ of a human being
are called “genes” or coding sections of
DNA.

The non-coding sections of DNA are
crucial for DNA analysis: non-coding
sections of DNA are not genes, but
DNA that lies between the genes. These
contain the blueprints for proteins. They
are interspersed with a series of “short

tandem repeats” (STR).
L
|

"These are repeats of DNA sequences
that occur in short succession, and the
number of different repeats (repeat
motifs) is used to distinguish the DNA
of different people. A complete DNA
trace is made up of several repeats, each
with a specific value. A partial trace (on
an object, for example) has only a few
repeats.

An example from court: Person A and
B touched a stone. Person C throws it
against a building, and the stone is
subsequently analyzed for DNA traces.
Partial traces from person A, B, and C
may remain on the stone. This
complicates the comparison with
complete DNA samples (which may be
stored in databases), because then ouhr
partial matches are likely.

How close these matchcs must be to be
legally significant is a matter of debate.
The reasoning is as follows:

First of all, it is not possible to know
when the traces got on the stone.
However, if person A had sweaty
hands and therefore left particularly
intense traces on the stone, there may
be many repeats with values that match
person A, i.e. the majority of the DNA
is from them. Person A has nothing to
do with throwing the stone, but is still
prosecuted.

Keep in mind that in order to match
such traces on objects to complete
samples, the authorities must first

obtain those complete samples (e.g.
through DNA collection).



We always leave DNA

It is often difficult to avoid
leaving DNA-containing
biological material behind.

Hair and especially
the hair root

Saliva

DNA traces can be extracted
from barely visible amounts of
blood, saliva, skin flakes and

hair roots. Skin flakes




Where is DNA easily detected?

On rough surfaces and on
anything that has been in
contact with your blood and
saliva, but also in urine.

Gloves

Cigarette butts

Bottles

Handkerchiefs

Urine, etc. /

All kinds of handles

Objects which you've
made physical
contact with can carry
traces: toothbrushes,
doorknobs, hats,
gloves, cigarette
butts, and even rocks.




Where is DNA searched for?
d Note

The smoother the surface,
the less the DNA will stick.
Wiping will only help on
extremely smooth surfaces.

Traces more likely at the knot

I

|
{
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Traces more likely on the handle

Where there are many
different DNA traces (e.g. on
a door handle), it is not as
easy to detect traces that
can be individualized.

¢




DNA minimization XX elps prevent hair

loss. A baseball cap also works, as
long as the hair does not stick out.

Mouth covering jteRslgEYEll
.
ST Medical figilslslsIs| [0\

but depending on how you
put them you can leave DNA
on their exterior surface.

A lint roller
reduces skin
flakes or hair
on clothing.

Product tip:

Use gloves that
are packaged
in pairs.
No Trace Project note: A study found
that the “laundry process does not
remove all the DNA from washed
items” (Laundry in a washing machine
as a mediator of secondary and tertiary
DNA transfer, in International Journal of It is important

Legal Medicine, 2017). to keep the ggeleligligle
f : SEEUC I so that skin

flakes do not fall out. For
example, put gloves over
your sleeves.

Your DNA is on your
clothing. To minimize /
your traces, wear f
clothes that are newly (
bought or washed at
60°C (or higher) in a /
public laundromat. ;

~
y
foe

DNA often sticks to
shoes. If you really
want to be sure,

(sl COVETS.

It makes sense to make sure you don't “contaminate” the action site or the
materials you'll be using with your DNA. However, it is difficult or impossible to
completely avoid leaving DNA traces. Therefore, it makes sense to consider
how DNA can be removed from objects. Because:

0 Prevention is good, destruction is best!



How to destroy DNA?

DNA chains break down when exposed to moisture, UV light, intense heat, and in the

absence of air. Dried traces persist for decades. A good approach to destruction is the
same methods used in laboratories to create a clinical environment.

No Trace Project note: A Mechanical removal:

study found that sodium Small particles can be wiped off
hypochlorite is more smooth surfaces. A rough sponge may
effective than UV help. Running water (e.g. disposal in a
radiation for destroying river) is not sufficient, as DNA can
DNA (Evaluation of : persist under water for a long time.
Different Cleaning .
Strategies for Removal of}:

Contaminating DNA Thermal destruction:

Molecules in Genes. Heat, e.g. by baking in an oven at 180°C.
2022).

DIY light box:

Reflective walls with UV-C emitters.
UV-C light is used to disinfect
against microorganisms in
aguariums, pools, etc.

Warning: risk of causing blindness.

Other types

of chemical destruction:

- Formaldehyde, ethylene
oXide or peracetic acid (also
known as peroxyacetic acid
or PAA).

- Hydrogen peroxide (the
higher the dosage, the No Trace Project note: In the English-
better). language forensic literature, bleach
containing sodium hypocholorite is the

most thoroughly studied method for

reliably destroying DNA. For more

information about using it, see DNA

You Say? Burn Everything to Burn
‘ Longer: A Guide to Leaving No Traces
g Lo lEs0 e e

Sodium hypochlorite in bleach decomposes
organic matter (DNA). Also good is a mold
remover with active chlorine.

Alcohol is NOT a good
choice because it can
preserve organic
matter (DNA). It only
helps against grease
like fingerprints.
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What types of traces are there?

There are three types of DNA “profiles™ complete, partial, and mixed.
Complete profiles can be obtained, for example, by collecting saliva or blood
from a person, but also by finding bl{)()d saliva, urine, stool, semen, or vaginal
secretions. In most cases, the traces found at crime scenes, for example are
partial and mixed _pmhlﬁs. In mixed profiles, DNA from more than one person

can be detected.

Door handles, sinks, and carpets typically contain cell fragments from many
people, so the DNA traces found there often yield only mixed profiles. In

contrast, a saliva stain of about 2 ¢cm in size has a very h1gh informative value

about the person who left the trace.

In the case of partial profiles, the DNA trace may be poorly preserved or
contaminated, making further processing difficult or even impossible. “Poorly
preserved” can be the result of a natural degradation process or the result of
chemical influences, e.g. hair that has been dyed.

Partial and mixed profiles are no less dangerous, because these traces found on
objects can — depending on their significance — still be matched to complete
profiles in the databases. The significance depends mainly on the amount of
DNA: a few micrograms are better for the police than a few picograms; or a 2
cm bloodstain has a higher significance than a 2 mm bloodstain. But DNA can
still be detected even from skin flakes that are not visible.

Personal contact: When two or more

people come into physical contact, DNA

traces can be transferred. For example,
blood and skin traces during a fight.

Items left behind: DNA traces are
tfound on items such as masks, shoes,
tools, beverage cans, water bottles (in
the case of cans or bottles, saliva is
collected).

Touching: Even briefly touching objects

is usuall}f enough to leave DNA behind.

The amount and quality of DNA that
can be transferred on contact dt:pends
on the condition of the person's skin.

For hair: Torn-out hairs usually do not
contain nuclear DNA, although DNA
analysis for torn-out hairs with hair
roots is certainly possible. But the
technology is still developing. There
have been cases where a fallen hair was
sufficient to match the DNA to a
complete DNA profile.

Particularly exciting from a cop's

point of view: cigarette butts,

handkerchiefs, drinking glasses, but
also objects or paper that have been
touched. When writing letters, for
example, be careful not to get saliva on
them.



DNA in the streets

Where: The house of a nationalist

and sexist fraternit

3

(:'1 They need to get hit

again. This time we'll
make it DNA-proof!

Do not leave any DNA at the location during reconnaissance. Watch out for
cameras and try to dress and act appropriately for the location. We never
know how much investigative effort will be made after the action.

11



During planning: decide on goals
and means

It has to leave stains to hurt
their honor. Paint bombs! We
can use balloons!

Balloons are difficult to get DNA-
free. Jars filled with paint are
easier.




Private rooms are full of DNA.

If at all possible, move outside.

Craft location: spread out a DNA-free
garbage bag.

2,

Not wearing a bath/baseball cap.
Not wearing a mouth covering.

ﬁ% l

FDOd jars (but also plastic bottles) are
Mechanical removal combined with registered. On the lid, on the
chemical destruction should be safe bottom of the bottle, or on the
enough. Rub it down properly. Do label is information that can be
not be stingy with the bleach. Use a used to determine its origin, as
fresh sponge. well as where and when it was
purchased. So it's not just
DNA that counts!

Jars should not be sourced
from your own trash.

13



1. 5
should be worn P Wy

Not wearing a bath/baseball cap.
Not wearing a mouth covering.
Gloves are not enough.

Once consumables have been
contaminated with DNA, they can no
longer be used for other actions! It is
best to dispose of them securely
(especially not in your own household
waste).

If DNA contamination has occurred
@k&@ﬁ during the action due to carelessness,
spray surfaces and objects with a
chlorine-based mold remover. This is
available in a handy spray bottle.




LL At the frat house

Ask yourself: Which hand will |
use to throw, and which hand will |
use to mask myself? Did | touch
my face and contaminate my
gloves with DNA?

&

1. Throwing hand

15



Paint, dirt, and moisture
complicate DNA

analysis (see “Partial

profile” page 10).

16



One month later...

=

fol
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The police claim to have
recognized you from CCTV
footage at the train station and
have identified you from photos
taken when you were arrested
in 2011. Now they want to
compare your DNA with a cap
found at the crime scene.

-
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DNA in the Code of Criminal Procedure

[No Trace Project note: This section is specific to
the German context but has been included
because it may be similar to many other
contexts. ]

Regarding the law, we are particularly
interested in everything between §81a to
§81g StPO (ﬁ'ﬁqf J'“azfjw?"rfn.amg, Code of
Criminal Procedure), especially three
procedures DNA collection (§81a), DNA
analysis (“molecular genetic examination” in
§81e and §81f), and DNA storage (§81g).
A request for DNA collection is probably
the thing that makes us most nervous when
we are criminally Lharged which is why we
will look at this section in more detail
below.

DNA collection is I*CC-"UthCCI as a so-called
“physical examination” in §81a. There it says
that collection requires a warrant. However,
the police do not need a warrant if they
think there is “imminent danger.” In
addition, an initial suspicion that the person
has committed a crime is sufhcient, and
there is no limitation that it must be a
particularly serious crime. Furthermore, the
DNA must be relevant to the criminal case.
This is especially for when DNA traces are
tound at the scene of a crime.

Usually, you'll receive a letter asking you to
hand over your DNA during an
investigation, which gives you time to
discuss the procedure with friends or legal
counsel.

However, it is also possibile that the
repressive authorities will not inform you in
advance of the plmmed DNA collection and
will enforce it, for example during a house
raid. They can do this if they believe that
mtomlmg you in advance would jeopardize
the purpose of the collection (§33, paragraph
4, sentence 1 StPO). This can be the case if
they argue that you would be able to evade or
slgmhhmtlv delav the collection due to your
social environment and contacts. There is the
possibility to take legal action against both.
Contact a lawver 1mmed1atelv' You have the
right to have a lawyer present at your DNA
collection.

In the meantime, the police routinely ask
those affected if the‘-,' consent to a voluntary
DNA collection. Alwura refuse!

As always, do not consent, do not sign
anything, have everything recorded, and
then do not sign the record anyway.

By the way, the saliva or blood sample
collected must be destroved immediately
(unlike the DNA identification sample, see
page 25). However, the police do not have to
prove this, and there are exceptions if there is
the possibility of a retrial. On the other hand,
DNA traces that are found can be stored
indefinitely. So be aware of the collection’s
limitations.

Personal DNA profile and trace DNA profile

A personal profile is the complete DNA profile of a person, which in practice is taken from
suspects. A trace profile is found at a crime scene and compared to personal profiles to try
to find a match. Sometimes trace profil C‘-a are also compared to other trace profiles collected
in separate investigations to try to find a “trace-trace match.” For example, in the G20
Elbchaussee case [ No Trace Pr_yf:.z‘ note: During the 2017 G20 summit in Hamburg, Germany,
a destructive riot took place on the Elbchaussee str ef. |, 161 trace-trace matches were found,
partly thanks to DNA collected from objects months later.

18



I'm not doing anything
anymore!
They found my hat and want to

match my DNA! What do you
mean your hat?

™ They have a hat!

Panic attack

19



They will try to make you feel isolated

Repression often makes us feel
powerless, fearful, isolated, and thus
unable to act. In order for this logic
not to be effective, we need to support
and be in solidarity with each other.

In general, we think it is important to
emphasize that the support and
emotional work, including in relation
to repression, should not be left to
female socialized comrades
supposedly because they would be
intuitively better at it and would have
more capacity for it. If necessary, this
work should be more formalized and
the care efforts should be shared in a
committed and transparent way.

In the case of persistent anxiety and
paranoia, tasks other than care of the
person directly affected may arise, e.g.
when people cannot go to work or
manage their daily lives. In this case,
it is important to think about funding
and long-term perspectives. The more
we live and shape our daily lives in a
collective way, the less we are alone
when affected by repression.

So a long-term perspective could also
be to create and maintain collective
spaces for this and to discuss among
ourselves.

demonstrations together).

And last but not least: Lret support!

Tips from the editors

- Talk openly about your experiences and fears.

- If necessary, seck the perspectives of comrades or an anti-repression group.
- Take your fears seriously, address them and talk about them.

= Tn, to remain po]itlm ]V active (despite DNA coll ectlon)

- Make daily plans and enable/facilitate participation to them (e.g. move the
meeting to the living room, get up and have breakfast together or go to

- Exchange with others, also to find political responses to repression.
- Go together to meetings with lawyers or with the anti-repression group.

In many cities, there are “action burnout” groups or an “anti-repression group”
that can help assess the extent of the 1epresa1on and its consequences.
Demonstration medic groups sometimes also offer psychological support,
which can be called on both immediately and over the long-term.

20



They're bound to get your
DNA anyway, and you can go
voluntarily. Then you won't
have to be afraid of the cops
ringing your doorbell all the
time?

Well, if you run, they won't get
the DNA, right? We could all

help you with that, and surely
comrades can give us tips?

But that's crap, too.
We can't all go into clandestinity for
something like throwing paint jars!
Besides, | can also do other things or
take on support work for actions.

Let's all sleep on it.
And whatever we
decide, together
we can do it!

)

It can certainly be possible to evade DNA collection by being absent for an extended
period of time. However, the effort of “going into clandestinity” should be weighed against
the nature of the charges and the outcome of similar charges in the past. We need to
debate this anti-repression measure in a way that avoids heroic (!) narratives and takes
into account the psycho-social conseqguences for all involved.




Then let's also start planning a
solidarity campaign now. It's fucked to
have to give DNA for something like
this! Besides, the frat house bros
got exactly what they deserved!
The campaign could also make

that clear again.

| was thinking:
“Windows break and you
scream, people die and
you stay silent!”

| will not cooperate and | will not be
intimidated. Let them come!
Meanwhile, we will start a public
campaign about the criminal case.

22



No Trace Project
note: We think

narratives of non- -
et At last: the demonstration
should be avoided,
as they contribute
to the State's

repression.

This is not
violence, this Is

self-defense '
\ /\' \

e

]
= .j

Want to resist fascism?
You might get into trouble
for that. Yes, really. Next
week there is an event
about those affected by
repression!

t\\\\\\‘ 10 '
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Please open your

Extraction, analysis, storage

If you voluntarily consent to DNA The collection of DNA during lawful
collection (which you should not do!), it investigative measures (such as the

will be done with a cotton swab. In all collection of cigarette butts during

other cases (i.e. if you refuse voluntary surveillance)* is legally permissible.
collection or put up a fight), the DNA

will be collected through a blood sample. However, it is unclear whether the police

DNA collection from a saliva sample can seize DNA samples from biomedical
may be performed by police officers databases for analysis. This is conceivable
themselves, as it is not a “physical” if the samples are stored for an extended

examination in the sense of §81a StPO. period of time, or even if the DNA
However, DNA collection trom a blood identification pattern itself is stored. This
sample may only be performed by a could be the case with spinal cord

doctor, which is usually done by so- donation databases or genealogical

called police doctors. However, you can  research companies. This is not covered by
try, perhaps with the help of a lawyer, to  the law, but the courts have not yet had to
have your blood taken by a doctor you deal with such a case.

trust. You can also make the request for

DNA collection pubiic and present itin  “This likely h_uppened with anti-Castor activists

a pOlitiC:ﬂ way. (for more information, see Cilip 082 from

12/2005).
24



The DNA analysis is ordered at the same
time as the DNA collection and there are no
further requirements for this. In Berlin, for
example, the analysis is carried out at the

Department 5 of the Forensic Institute of the

State Criminal Police Office (LKA KT1 5).
What exactly is analyzed is defined in §81e
StPO.

Previously, only the non-coding sections of
DNA were analyzed (see page 4). These are
areas from which individuals can be
identified, but from which—at least
according to the current state of science—no
information about the person can be derived.
Gender and genealogical relationship (for
example, to the victim of the crime) could
also be determined. This changed on

December 13,2019 (no joke).

Now, according to §81e, paragraph 2 StPO, a
so-called extended DNA analysis may also

be carried out, i.e. age, skin, hair and eye color

may be determined when investigating
unidentified individuals.

Law-and-order politicians hope that this
will provide them with a “genetic sketch.”
However, the technology does not (yet)
allow this. It is already clear that this will be
used primarily for racist purposes.

Storage and reclassification

In principle, the DNA profile of an accused
person obtained by analysis in a criminal
case is only used for that case. However, the
state police can store it in the database of
the Federal Criminal Police Office (BKA)
even prior to a conviction and thus compare
it with trace DNA profiles from ongoing
investigations (see page 18). The basis for
this is §81g, paragraph 1 in conjunction
with paragraph 5, sentence 2, no. 1 StPO.
'The problem is that, in contrast to the
collection and analysis of DNA, the
presence of a judge is not required, i.e. no
court decision is necessary. The police
themselves check the three requirements for
storage.
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The requirements (described in

paragraph 1) are as follows:

1. Crime: the current case against you
must be for a crime of significant
importance OR you must be suspected
of having repeatedly committed the
same crime AND

2. Negative prognosis: this means that
due to the crime itself, your personality
or other findings, it can be assumed that
you will be prosecuted for crimes of

considerable importance in the future.

3. Necessity: These must be crimes that
typically involve DNA being found.

This is called “reclassification” because
the personal DNA profile, which was
originally taken only to solve the current
criminal case, is dedicated to future
criminal proceedmgb by being stored in
the database.

[ such a reclassification occurs, you
should be notified immediately in
writing by the police.

The DNA Analysis File (DAD) of the
Federal Criminal Police Office (BKA)
The database for the storage of DNA
profiles is maintained by the BKA.
However, the various state police forces
(e.g. LKA Berlin) decide which DNA
identification samples are stored and
deleted in this database, as per §29,
paragraph 5 of the Federal Criminal
Police Act (BKAG). In principle, the
German police and, to a limited extent,
European police forces have access to
this police database.

26

The basis for the exchange of DNA data,
fingerprint data and vehicle registration
data within Europe is the Priim Treaty
(officially: “Treaty on the increase of
cross-border cooperation, particuldrlv in
combating terrorism, cross-border crime
and illegal migration”). Currently, 13
European countries are part of this
agreement. When the German police
enter a trace DNA profile into their
database system (e.g. POLIKS in Berlin),
the system also accesses the databases of
the Priim Treaty countries. The German
police will then only receive “one hit.” For
turther information, e.g. about the person
and the circumstances of the storage in
the other treaty country, the police must
contact the respective authorities of the
storing country by means of a request for
legal assistance.

This database contains both personal
DNA profiles and trace DNA profiles,
which can also be compared with each
other, Of relevance:

As of March 2020,
more than 1,200,000
records were stored in
the DAD, including
approximately 870,000
personal entries and
approximately 358,000
trace entries of
unidentified offenders.



Back at the lawyers

The good news is that you don't show up well on
the footage. But there is probably a match with
your DNA. However, they have nothing but a hat!
| suspect that the charges will be dismissed—the
evidence is pretty weak.

Yes, it does. Besides, they've been
really pissing us off and | want to try
to get my DNA out of the database.
Through the campaign we have
created a small platform for a
political statement!

Well, we could try
for an acquittal
given the state of
the evidence?

Dismissed
charges sounds
good to me!

27
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DNA in court

DNA analysis is science, and
science always works with
uncertainty. In this case, there
is only a residual DNA trace on
the cap,

and that is not enough in terms
of probability. Besides, the cap at
the crime scene is only
circumstantial evidence! It does not
prove a connection to anything
being thrown,

but only that someone
dropped my client’s
cap there at some
point.




Strategies for the use of DNA evidence

In order to use DNA in court, an expert
is appointed to analyze the collected
DNA and compare it to the trace DNA
profiles. The expert makes a statement
about how probable it is that the personal
DNA profile and a trace DNA profile
come from the same person. But
probabilities are not certainties. A “hit”
does not mean a conviction!

Differences in the calculation can occur
due to the “comparison groups” that are
used as a basis. Trace DNA profiles can
occur with different frequency in the
population (e.g. regionally specific) and
reduce the pmbed:nllmr that it was exactly
YOU who left this trace DNA profile
there.

When comparing the two DNA profiles,
the condition of the trace DNA profile
is also important. It may be partial or
contaminated with traces of other people
(this is called a mixed profile)/1/. There
are different calculation methods that
account for these uncertainties. In court,
it can be disputed whether the expert has
chosen the correct calculation method.
For example, a probability calculation
must take into account how many other
people could have contaminated the
DNA trace found at the crime scene. A
DNA trace on the door handle of a
public washroom is therefore more
difficult to use in court than a DNA trace
on the door handle of an apartment.

In addition, the link between the DNA
trace and the crime must not be
overlooked. For example, if DNA from
the defendant’s DNA is found on a
door handle at the scene of the crime,
this does not tell us whether the
defendant left the DNA there at the
time of the crime (or at another time).
A defense argument is often the reality
of “secondary transfer.” Often, DNA
from others remains on a person. For
example, if person A shakes hands with
person B and person B touches a stone
afterwards, person A's DNA may be on
the stone even though person A never
touched the stone/2/.

It is therefore worth looking into both
the DNA expert opinion and the link
between DNA and the crime. You
should consult a specialized lawyer for
this.

[1] Cf. page 10; also a case of the Federal
Supreme Court from 2019 (BGH 4 StR
318/19, ruling of November 20, 2019).

[2/ The Federal Court of Justice dealt with such
d Casc ()f HLL(]ﬂdﬂ.f\; tre 11—1“31'('_'1 h’)f (_‘C.llﬂp!(_ in
2016 (BGH 1 StR 409/15, rulmg of February
18,2016).
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Acquittal. When in doubt, give the
defendant the benefit of the doubt!

Say, are there actually
ways to delete my DNA
from the database?

A few months later




Deletion and appeal deadlines

If you have been informed that your DNA
has been stored, you can first submit a request
tor deletion to the police. If this is
unsuccessful, it is possible to apply for a
"court decision” against the refusal in
accordance with §98, paragraph 2, sentence
2 StPO, dLIriné1 which the three conditions
tor storage will be examined by a judge (see
reclassification, page 25). You should seek
legal advice for such a request, as even the
decision of the appropriate court can cause
problems. If the application is successtul, the

DNA must be deleted by the police.

In addition to the absence of the three
prerequisites, there is another reason for
deletion: if you have been acquitted by a final
court decision in the case your DNA was
collected for, or if the case has only been
provmon ﬂhf discontinued, further
processing of your data is not permitted as
per §18, paragraph 5 of the Federal
Criminal Police Office Act (BKAG). This
means that the DNA identification sample
must be deleted.

If the storage of the DNA is not contested,
a “segregation review’ for adults takes
place after ten years. However, this review
period is extended if further storage
targeting you is carried out in the
meantime. After the end of this period, the
storing authority only has to check whether
there is still a reason to store data.
Therefore, there is no automatic deletion.

Confirmation of deletion through a new
request

Since you cannot rely on the police, if you
have given DNA, you should regularly
submit a request for information (e. g. via
the project of the Roten Hilfe:
datenschmutz.de), and ask whether your

DNA is (still) stored.

Further reading

- “Strategies for Countering Police Access to DNA
Data” (“Der polizeiliche Zugriff auf DNA-Daten; Strategien
der Gegenwehr”), Gen-Ethisches Netzwerk, notrace.how/

resources/#strategies-dna.

- Flyer "Hausdurchsuchung. Was tun?”, Rote Hilfe, rote-

hilfe.de/rechtshilfetipps/hausdurchsuchung (in German).

- Flyer “Um Haaresbreite (DNA-Entnahme)”, Rote Hilfe,
rote-hilfe.de/rechtshilfetipps/dna-entnahme (in German).

fNo Trace Project note: We also recommend “DNA You
Say? Burn Everything to Burn Longer: A Guide to Leaving

No Traces”, notrace.how/resources/#dna-you-say.]

dl



This brochure is based on previously published experiences. Always
remember: criminal trials are not an individual matter, but concern the
whole movement, Share your knowledge!

Hey tell me, how did your trial actually
go? I've also just received mail for
DNA collection and I'm a bit worried.
Do you have tips? We are certainly
not the only ones affected by this data
collection frenzy!




