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No Trace Project / No trace, no case. A collection of tools to help
anarchists and other rebels understand the capabilities of their
enemies, undermine surveillance efforts, and ultimately act without
getting caught.

Depending on your context, possession of certain documents may be criminalized or attract
unwanted attention—be careful about what zines you print and where you store them.
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JII0, TEM CaMbIM AaKTUBIUICTaAM yOaBaJIOCh n30eKaTh yro-
JIOBHOTO IIp€CI€JOBAHIIA.

Tpunapuartbii

Crour 3apaHee IIOATOTOBUTHCA K TOMY, UTO BaC MOTYT
3adepKaTh, I BO3MOIKHO 6YIICT HE JINIITHNUM MMETDb Ha-
JAEXXHOI'0 TOBapuIla C aiBOKAaTOM Ha CBA3MU.

HeckoapKO IMOCIEeNYIOIX HEeeNb [10CIe aKIUU CTOUT
MIPOSIBJIATH IIOBBILIEHHYI0 aKKypaTHOCTb, OCOOEHHO ec-
JI KaKue-TO U3 IPUBEJEHHBIX BBIIIE COBETOB HE y/a-
JIOCh Peann30BaTh M €CTh BBICOKUII PUCK, UTO 32 BaMI
MOTYT HauaTh CJIeXKy. HeoOXommmo GBITh TOTOBBIM K
BHE3AIIHOMY OOBICKY, 0 KLU M30aBUTHCS OT JIMIITHIX
Bellleil, a YTO HY)KHO OCTaBUTb—cIpsaTaTb. Crour 3a-
paHee HailT HaMeHee OUEBUIHBIE MECTa, Ky/a MOK-
HO GbICTpO crpsararh TesedoH. Ha saTor cayuait Heruro-
X0 MMETb 3aITaCHOI aIlllapar, KOTOPBII IPU OObICKE BBI-
IaTh 32 OCHOBHOIL.

YeTbipHafLaThIi

Ecnm Bamia akius mpoluia yCIEUIHO, M CUJIOBUKU He
MOTYT BaC HallTU—BaM He CleflyeT PacCKasbIBaTh 00
3TOM KOMy-n1160. O6 aKIuy TOJDKHBI 3HATHh TOJIBKO eé
yuacTHUKN. [lapeHb WM NeBYLUKA, APY3bs WIIN IOAPY-
I'l, POACTBEHHVKH, [TOTeHI[MAIbHbIE YUACTHUKY, KOTO-
PBIX BBl XOTHUTE IPUBJIEYH K CIEAYIOLIEN aKIUU—UM
3HATh O TOM, UYTO MMEHHO BbI IIPOBEJIN AKIVIO, HE 32 UEM.
Orpuraiite Bcerga u Besje. 3aUacTyio QJIMHHBIN SA3BIK,
HEOCTOPOKHOCTh WJIM IIPOCTO GaHAIBHOE XBACTOBCTBO
MIO/ICTABIIAET U CAMUX OOJITYHOB, U X TOBAPUIIIEA.
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Hyskao nn6o BbIpe3arh ux, aub0 3amMa3aTh B PEIAKTO-

pax’.

JIBeHapuatbIn

B ciayuae sagepskaHug—He maBaliTe HMKaKMX IIOKasa-
Huii. He Bemutech Ha yrpossl u oberianms Mycopos. [To-
camuTh Bac OymeT ropasmo CIoKHee, eIV Bbl He JafuTe
HUKAaKMX ITOKasaHuil. Ecam >xe BBI Janm IOKa3aHUA—
TO BaIla cyanba mpeaperreHa. Eciv BbI qanu moxkasaHms
He TOJIBKO Ha cels, HO ¥ Ha TOBapUILeil—BBI TEM Ca-
MBIM He CTOJIBKO cIlacaeTe ce0s LIEHOI Uy>KIX >KU3HeIL,
CKOJIBKO TOINTE U cebs, ¥ OCTAIBHBIX. [IOCKOIBKY maua
IIOKa3aHUI Ha TPYIITy JINI] 3apaHee yTSKeJsdeT CTaThIo.
IIpectynneHus, coBepllleHHbIe OPTaHM30BaHHON T'PYII-
IIOJ 10 IIpeABAPUTEILHOMY CTOBOPY, IOAPA3yMEBAIOT B
YK 6onbIuit CpoK, HesKeJIy COBepIIeHHbIEe B OMMHOUKY.
He roBops yxe 0 HeZOIyCTMMOCTM TaKMX HEVICTBUIL C
TOYKM 3peHMS STUKM ¥ Bpeja ayd nBipkeHnd. [Ipu atom
He CTOUT BEpUTh MycopaM, paccKkasaM O TOM, UYTO Ballll
Ipy3bd yKe Jajdu IOKa3aHMS, UTO Y HUX eCTb BCE UTO
HY’KHO, VI BAIIIM IIOKa3aHUA UM 0c000 He HY>KHBI, UTO BBI
csJeTe ecay He JafuTe MOKa3aHM4... Eciam Baim moka-
3aHUS He HY)KHBI, IIOJINIIaY He OyAyT IpiiaraTh CTOJb-
KO yCHMJINIL, YTOOBI MOTYUNTh UX. A cseTe Bl CKOpee B
TOM cJIydae, eCIM JaguTe IToKa3aHusa. [locTaTOYHO CIy-
4yaeB, KOTJJa MOJTYaHIIEe BCEX YYACTHUKOB aKIIVIV CBOJVIIO
BCE YCUJIUS CUJIOBUKOB BBIIABUTH MHPOPMALIMIO K HY-

®IMpumeuarue om No Trace Project: Cripocute cebs, ¢ KaKoit Ie-
JIBIO BBI XOTHUTE CHMMATH (OTO MM BUIEO BO BpeMs akumy. Mo-
JKeT OBITH, 9Ty LIEJIh MOXKHO HOCTMUB MHaue? MBI CUMTaEM, UTO BO
MHOTHUX CIIyYasX PYCK TAKOI CheMKI HEOIIPaBIaH.

Ceromusg, xorma pexxuMm IlytuHa artakyer YkpamHy u
OKOHUYATEeJIbHO 3aKpeIifeT crojisaHme Poccuu B TOTa-
JIMTAPHYIO AUKTAaTypy, MHOTYE MOTYT 3aAyMaThcs O Ie-
pexofnie K Goylee paMKAIBHBIM TEVMICTBUAM IIPOTUB pe-
skuMa. [Ipm aToM, K coskajleHMIo, 3a4acTylo IIpU IIpoBe-
IEeHUN IIEPBOI XKe OLOOHON aKLI COBEpPIIAIOTCI Ta-
Kue OouUIMOKM, KOTOpble BEAYT K 3a[epKaHUI0 aKTUBI-
CTOB U pasrpoMy TpYyIIIIBL.

B manHOoM Martepmaie MBI He CTaHEM OOCY)KIaTh aKTy-
aJTbHOCTh TAKUX aKUMII M UX OIpaBIaHHOCTb. BmecTo
3TOTO MBI IIOATOTOBYM CIIVICOK OLINOOK, COBEpIIIaeMbIX
3a4acTylo JIIOAbMU IPU UX IIOATOTOBKE U IIPOBENEHUN,
KOTOpBIE MOTYT CTOUTBb aKTUBIUCTAM CBOOOJBI, a CBSI3aH-
HBIM C HUMH TpyIIaM—pasrpoMoM. M36exaTb 3TOro
MOXXHO, €CM YUMUTHCI Ha UYKUX OIIMOKAX M yUMTHI-
BaTh KOJUJICKTMBHBII OIBIT ABVKeHUs. B GoJbIIMHCTBe
cJIyuaeB OIIMOKV COBEPIIANNCH APYTMMMI paHee, OqHa-
KO ypOKU He ObLIN yUTeHbl/qoHeceHbl. {711 n3beskaHus
TaKUX IIOTePb IJI aHAPXUCTCKOTO ABYDKEHMS MBI 11 ITy6-
JIMKyeM 3TOT MaTepuall.

lepBblid

Ecnn BBI 3agymManyu UTO-TO paguKaIbHOE, TO BaM CJIe-
OyeT IMOAYMAaTh O TOM, HACKOJIBKO BbI CMOKETE OCTATh-
Cs MHKOTHUTO BO BpeMs akuuu. Ecim BbI XuBere B
KPYIIHOM TOpOf€e C PasBUTHIM AHAPXMCTCKUM [IBIIKE-
HIEM U BBl JAaBHO M3BECTHHI CIUJIOBMKAM, OO BBl He
HaXOJUTECh B pa3paboTKe CIELCIYKO, OTHAKO KUBETe
B He0OJIBIIOM Tropofe 6e3 OpraHM30BaHHBIX aHAPXIUCT-
CKUX TPYIII, TO BBl PUCKyeTe CTaTh IIEPBBIM, K KOMY
MPUAYT IOCJe aKIUYU CUIOBUKY. M B 9TOM ciIy4ae Bam



JIydllle HUYEro He 3HaTh O caMOJl aKLUM U €€ YUaCTHIU-
kax. [IpengTcTBOBATh TAaKMM aKUMAM 13-3a OOSI3HU pe-
peccuil IPOTUB Bac JIMYHO, VI KPUTUKOBATh UX, KaK
IeJaloT IOPOV HEKOTOphIE «IIyOJIMUHBIE JIULIA»—TPY-
COCTh U MaJIOAyIIVe, HEMOCTOIHbIe aHapxlcTa. Tak me-
sate He crout. Ho u Barre yyacTme B TaKUX aKIMAX MO-
’KeT MOJCTAaBUTh U BacC, ¥ BAallMX HE3aCBEUEHHDBIX TOBa-
puitieii. 9To He palMOHAIIBHO—TOPA30 pasyMHee BaM
3aHMMATbCA APYTUMM IIPOEKTaMMU, Pa3BUTIEM IBILKE-
HUA U Ilepefadell ONMbITa HAUMHAKOLIIUM aKTUBUCTAM.

3aHMMaNTeCh paIVKaJIbHON AesTeIbHOCTBIO, TOJIBKO €C-
JIML He HaXOOUTECh Mo HaOIIodeHIeM CHGLICJ'[Y)K61, U He
MIOCBAIIAlITe B aKUUU TeX, KTO pa3pabaThIBaeTCs CIIIO-
BUKAMU, KAKMMU OBl HAIEKHBIMU He ObUIN 9TU TOBapU-
mu. M Bcerga MOMHNTE O KOHCIIMpauuu. AHOHUMHOCTD
—JTydJlas Ballla 3allliiTa, OOMH pa3 HapyILINB €€, BbI JIN-
IIUTECh MHOYKECTBA BO3SMOYKHOCTEN B OyIyIIIeM.

Bropo#u

[ToMHMTE, UTO pafgMKaIbHBIE AKIMM TPO3AT rOpasmo
GoNBIINMY [IPOGIeMaMU, UeM OOBIUHBIN AKIIMOHWU3M.
3auacryo JTroau, HabpaBIIIUCh OMBITA B IIPOCTHIX BEILAX,
OLIeHMBAIOT OoJiee pagMKaIbHbIe TEJICTBUS C TeX JKe I0-
3ULNIL, UTO U MPOCThle Meponpusatus. OQHAKO HY>KHO
IIOHUMATh, UTO B Cllydae PaqUKaIbHBIX aKIUIl Bac Oy-
OyT UCKaTh Oojee TIaTesnbHO. ECIM 3a BBRIBEIIEHHBI

Mpumeuanue om No Trace Project: MBI cumTaem, uTo Aaxe Ha-
XOMACh IO HaONIofeHMeM, B 3aBUCUMOCTY OT XapaKTepa Ha-
GJIIOfEHNS I KOHKPETHBIX OOCTOSITENIBCTB, MOKHO COBEPIIATDH aK-
LA, TIPY YCIIOBMML, UTO BBI IPEANIPIHIMAETe JOCTATOUHBIE MepPhI
IIPEAOCTOPOXKHOCTI.

JlecaTbii

He ocraBnaiire ormeuatkn u ciaenbl JJHK Ha MecTte ak-
UM VIM IIOOJAM30CTU. ITO, €CTECTBEHHO, KacaeTcd I
OpyAuil, KOTOpbIe BBl MCIIOJIb3yeTe BO BpeMsA IIPIMOTro
OeICTBUA.

OpuHHaAUATDIH

He ocraBiusiite Ha CBOell TEXHUKE CIIENOB, CBI3aHHBIX
¢ akuueit. TekCT 3asiBIeHNs, TePenCcKy, GOTO U BUIEO
IOJDKHO OBITH IOJHOCTBIO YHUUTOXXEHO. B mpuHiuIe,
Ballla TEXHMKA JOJDKHA OBITh 3ammdpoBaHa U UMETh
Haa&KHbI napois. Mcnoassyitre VeraCrypt mns mmd-
pOBaHMA aHHBIX, Eraser I uxX yfaneHus ¢ TEXHUKN .
Taxske He pacchLiaiiTe Buaeo, POTO M TEKCT 3asiBIeHMUs
CO CBOMX aKKAyHTOB B COLICETSIX VJIV IIOUTOBBIX SIIIVIKOB.
Ionwsyitrecs TOR, perncrpupyiite ogHopasosbie mou-
TOBBIE SAIMKY HA HAJEKHBIX CEpPBEPAxX I KaKIO aK-
1597078

Taxxe Ha Bcex (bOTO I BUA€O0 MaTeprajlax HE JOJIKHBI
IPUCYTCTBOBATH 3JIEMEHTHI, II0 KOTOPBIM MOKHO OIIO-
3HATh YYAaCTHMKOB aKIMN—IJINIQA, TaTYMPOBKM I THO.

2 [pumeuarue om No Trace Project: Korma BBI HCIIOTb3yeTe KOM-
IBIOTEp AN PaboThI C UyBCTBUTENBHON MHpOpMAIyeil, ocobeH-
HO, eciii BBl coOmpaere nHpopMaIuo o6 00bexTe OyayLIein ak-
LAY UL IyOJIMKyeTe 3asBIeHNe O IPOBENEHHOI aKI[IH, MbI pe-
KOMeH/yeM Mcromb3oBath Tails® u crporo ciemosaTs pexomerma-
MM 0 KOMIThIoTepHOit 6e3omacHocTu®,

*https://tails.net/index.ru.html

“*https://notrace.how/threat-library/mitigations/digital-best-
practices.html
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CenbMoit

ITomHUTE, UTO O/IEK/IA, HAJIETAsA HA BAC IIPU IIPOBENEHUN
aKILuN, ABIETCI JoKa3aTenbcTBOM. [Ipu oObIcKe, TOMM-
MO Ipouero, 6yayT uckars u eé. HamepariTe mis akiun
OIeXIy, KOTOPYI0 He HOCHTE B IIOBCEIHEBHON YKU3HI.
Jlyuiiie Bcero OymeT, ecIu BbI CMOKeTe ITepeofeThesl Ha
IIOAXO/e K MECTY aKI[UMI, ¥ 3aTEM CMEHUTH OHEKITY 10~
cie orxona. ITocie, oT omeXabl, B KOTOPOI BbI ObUIN Ha
aKLUM HYKHO 1306aBUTHCA. ITO KacaeTcs: U 00yBU—Me-
HsliTe 00YBb, TUOO HAaIEBaliTe Ha Heé IMAKEeThl, HOCKI,
GaxIIbl, YTOOBI BAC HEJIb3s OBLIO OMO3HATH I10 HeIl.

BocbMoW

Korpma BBl BeIXOQUTE M3 [OMa, Ball TeaeOH MOJDKEH
OBITh BBIKIIOUEH M Pa3o0paH, eIlé Jyullle—OCTAaBUTh
ero qoma. Eciin Baw tesreoH OyeT BKIIOUEH B MOMEHT
MEPOIIPUATHS, TO [10 HEMY BIIOJIHE PEATbHO OTCIEANUTD,
YTO BbI HAaXOJIVICh B 9TOM CAMOM MeCT€ B 3TO CaMoe
BpeMs.

[leBATbIN

He crout o6cy/aaTh akI{iio B MecTaX, KOTOpbIe U3BECT-
HBI CIUIOBMKAaM KaK MeCTa, Ifie TPaJUIIOHHO cobmpa-
IOTCSI aHAPXUCTBL. BBUIN ciiyuan, Ipy KOTOPBIX ITOJIN-
(1151, OTIO3HAB OJHOT'O M3 YYAaCTHVKOB, yCTaHABJIVBaIa
APYIUX YWIEHOB IPYILIBI IT0 KaMepaM HaOJII0eHIS C JII0-
OmMoro aHapxucraMu Kade, rie OHI COOMpaNINCh He3a-
JOJITO IO aKI[IIL.

GaHHep HUKTO Bac cepbe3HO MICKAaTh He CTaHeT, To OymeT
60JIBIIION OIIMOKOL, €CIY BBI IIepeHeceTe OIBIT IIPOBe-
JOeHNs TaKMX aKUUil Ha OoJjiee paguKaJIbHbIe NEJICTBUS,
3a KOTOpBIe BacC CTaHyT pasbIcKMBaTh. [logxoanTs K op-
raHM3aIMY TAKOTO MEPOIIPUITIS HYKHO ropasno 6omee
TIIATEJBHO.

Y aKTUBUCTOB, MMEBIINX paHee YCIEUIHBII OIBIT IIPO-
BeICHNA MeHee paJMKaJIbHbIX NeVICTBUI, HE IIPMBOOVIB-
LINX K CEPbe3HOMY IIOMCKY UX YUACTHUMKOB, MOKET BO3-
HUKHYTb U3JIUIIHAD CAMOYyBEPEHHOCTb 1 JIOKHOE UyB-
CTBO 6€30I1aCHOCTY aKIVIOHMCTCKOI AeITeTbHOCTI. ITO
MO>KeT BBUINTBCA B HEJOCTATOUHO CEPbEe3HBIN IOAXOM
IIpU IpOBefeHNY Oojlee pafMKaJbHON aKUMM. SHaHUe
TEePEeYCIeHHBIX B 3TOM CTaTb€é MOMEHTOB M UX Y4YET
NIpH IUIAHMPOBAHUM MEPONPUATUS He IIOMOKET, eCIIN
Ha IIpaKTHKe BBI 110 IIPMBBIUKE HAaUHETe eICTBOBATh He
110 OTOBOPEHHOMY IIJIaHY, MATY K MeCTy aKIMI TOJIIION
WM OTCTYTAaTh MHBIMU MaplIpyTamMu. Takye MOMEHTBI
TOJDKHBIL pepiIeKCIpoBaThCs II0 MTOraM KasKIOro Mepo-
NpUATHA ellfé Ko Imepexoa K 6ojee pagyKaJIbHBIM Aeii-
CTBMSIM I B I1€JIOM CUMTATHCA HEJOIIYCTUMBIMI.

Tpetui

IIpurnamaiite K y4yacTUIo TOJIBKO TeX, B KOM BbI yBepe-
Hbl. Eciu nnaHupyeMoe AeiicTBUE T'PO3UT YTOJIOBHOM
CTaTbell, He CTOUT MOAIMCBIBATh TeX, B KOM BbI HE yBe-
PEHBI, KOTO IJIOXO 3HaeTe, C KeM He IIPOLLIN uepes 60JIb-
III0€e KOJMYecTBO OoJiee mpocThIx akimit. OgHo ciaaboe
3BEHO B I'PYIIIle MOKeT IIPUBECTU K IIPOBaJy He TOJBKO
aKILNI, HO U K II0CAAKaM OCTAJIbHBIX YUACTHUKOB M pa3-
rpomy Bamleil rpynnsl. [lymaiiTe He TOJIBKO O JAaHHOM



MOMEHTE, HO I IIBITAMTEeCh IIOHATh HACKOJIBKO CTaOUJIeH
YyeJIOBEeK ¥ HACKOJBKO TBepHO yOeKmeH B CBOMX B3IJIA-
max.

YetBepTbIi

ITpurmamaiire jnroae K y4acTUIO B MEPOIIPUATUIL JINY-
Ho. He 30BuTe cpasy rpynmsl giogeit. Eciy BBl mpema-
raeTe y4dacTMe B aKIMM HECKOJBKUM JIOOSAM, HaXKe ec-
JIM BCEM MM BBl IIOJIHOCTBIO JOBEpseTe, TO IIOMHUTE,
YTO JII000JT M3 HUX MOKET OTKasarhcs. Ml Torma oH cra-
HeT TeM 4eJOBEeKOM, KOTOPBIN, He IIpMHUMAA YUaCTUS
B aKIMM, 3HaeT IUIaH ¥ COCTaB YUACTHUKOB. ITO B JIIO-
60M ciyuae HeJOIYCTMMO—TAKUX JeTajell He JOJDKEeH
3HaTh HUKTO, KTO He y4acTByeT B Meponpuaruu. Ecan
BBI IIPEJIOKIITE YeJIOBEKy ydacTyie B Pa3roBOpe OOVIH
Ha OAMH, a OH OTKaKeTcA—OH OyJdeT 3HaTh TOJIBKO O
TOM, UTO BBI ILUIAaHUpyeTe YTO-TO. Eciyu oH oTKaxeTcd
IIpM TPYIIIOBOM pasroBOpe—IIOMIMMO 3TOTO OH OyneT
3HATh U OPYTUX YUaCTHUKOB aKLINNL.

Matbin

HasepHoe, He HY>KHO HaIIOMIHATbh O TOM, UTO TaKle Be-
M He 00CY’KOAI0TCA B MHTEpHeTe U I0 Tenedony? I'o-
BOpPUTE O TAaKMX BellaX JINYHO, IIPU BBIKIIOUEHHOM Te-
nedoHe.

ecToit

IIpu BrIOOpe 0OBEKTA AKIMU YUUTHIBAIITE TAKOI Ba)K-
HBIII MOMEHT, KaK BO3MOXXHOCTb JIETKO U 6e30I1acHO

CKPBITBCS C 3TOTO MecTa. [[BOpHI, IepeyIKI—BCE 3TO X0-
porro. Ho crout obparate BHUMaHMe 11 Ha KaMepbl, Ha
BO3MOJKHOCTb H0OpaThCsS OO MeCTa IIPOBeNEHMs aKIUI
He 3aCBeTUBIINCh Ha KaMepax IO IyTH. [JocTaTouHO
CJIyuaeB, KOrjJia IIyTh HEOITBITHBIX JIFOMEI IIPOCIIeXIBa-
JIM TI0 KaMepaM, PacIloNIOKeHHBIM Ha YJINIaX, CTAHIIV-
X U B 00LIeCTBEHHOM TpaHcuopTe. Iloromy obparaii-
Te BHUMAaHIe Ha PacIIOJIOXKeHe KaMep, He IT0Ib3yIITeCh
OIVDKAMIIIIMY CTAHIIUSMI METPO IIPY IIOAXOME K MECTY
aKI[IU, BBIOMpAiITe TaKue MapIIPYThI, YTOOBI KaK MOK-
HO MeHbIIle CBeTUTHCI Ha KaMmepax. [Ipoxons B paitoHe
KaMep, CKpBIBajiTe JIMI0. B 3TOM IOMOTYT KaIlIOIIIOHBI,
roJIOBHBIE yOOpBI, iapds! 1 TA. VimeanpHbIl BapraHT—
ecy OOBEKT PACIIOJIOXKEH Y Jieca YUIM GOJIBIIIOro Iap-
Ka. Yepes HMX BBI MOXKeTe JOMTH IO MeCTa IIPOBeXeHIS
aKIMM He 3aCBETUBIIIVICH JIMIIIHUII pa3 Ha KaMmepax, I
OBICTPO MCUE3HYTH IOCTIE IPOBEAEHNS AKIIUIA.

TaxsKe BAM CTOUT IIOMHUTD O KAMepax B 00I1IeCTBEHHOM
tpancropre. OCOGEHHO, CIU peUb UAET O KPYIIHBIX Me-
raroJncax, riae B IIOCIeqHUI TOf] BHEAPSIETCS CUCTEMA
OIIO3HABAaHUS JIMI[ B aBTOOycax u MerpononuteHe. He
CTOUT NMPUOBIBATH K MECTY IIPOBENEHMS aKUUU B 00111e-
CTBEHHOM TpaHcropre. Jlyuiie BBIATH B OPYyrOM paii-
OHe, 1 HOOpaThcs 0 MecTa rermkomM. Oco6eHHO XOPOIIIo
—uepes JieC WK MapK.

IIpoxyMmaiiTe 3apaHee, Kak MMEHHO M B KaKOM COCTaBe
BBl OyneTe IOAXOOUTH M YXOOUTH C MeCTa HEWCTBUA,
pasbeiiTech Ha HeOoIbIIMe IpyIIbL. [IpuayMmaiite mpas-
TOIO00HBIe 0OCTOATENIBCTBA, IOUEMY BBl OKAa3aJNCh B
3TOM palioHe B TaKO€ BpeMs CyTOK.



